[image: A picture containing shape

Description automatically generated] Information Governance Policy


Purpose
EWR Co. depends on the use and flow of information and 	data in order to deliver its services and to meet its mandate. The confidentiality, availability and integrity of all information held and used by, or on behalf of, EWR Co. must therefore be assured. This Policy therefore provides the over-arching framework within which all information security shall be conducted and managed, ensuring that all Information Assets (IAs) are protected to an appropriate level based on their risk though a clear set of accountabilities and responsibilities. 
This Policy applies to all information obtained and processed within EWR Co. - held electronically or otherwise. 
This Policy applies to all those having access to information, and IT systems and equipment owned or provided by the organisation including employees, contractors and Third Parties (collectively referred to as ‘employees’). 
The DPO, the SIRO, Executive Board members, IAO and their Delegates must also ensure that they have read and understood the accompanying Information Governance Procedure, which outlines their duties in more detail. 
Employees may be subject to disciplinary action if they fail to adhere to any of the governance laid out in this policy. Unlawful or illegal conduct may result in separate criminal or civil proceedings.  
















Policy
EWR Co. will:
· Always understand that it is registered with the Information Commissioner’s Office (ICO) as a Data Controller, and will therefore always be compliant with its duties as defined by this registration. 
· Always support and comply fully with the principles of the Data Protection Act (DPA) 2018.
· Always register annually with the Information Commissioners Office (ICO). 
· Always complete a DPIA when seeking to process information that is likely to result in a high risk to individuals.
· Always ensure that an Executive Board member assumes the position of Senior Information Risk Owner (SIRO), and that the SIRO is issued with a Letter of Delegation. 
· Always ensure that appointed Information Asset Owners (IAOs) are at Professional Home Lead level or equivalent, where possible. 
· Always ensure that IAO Delegates are line-managed directly by the IAO in question.  
· Always ensure that no IA ever goes unmanaged by an IAO for any period of time. 
· Always hold IAO Forums on a quarterly basis to assess the health of the Information Asset Register and IAO Community. 
· Always provide all employees with mandatory training on Information Governance on joining, and ensure that it is completed by all employees on an annual basis. 
· Always ensure that its specialist roles receive tailored training (e.g. SIRO, IAOs, DPO), and that these roles receive refresher training on an annual basis. 
· Always provide a Privacy Notice (PN) to the public and employees, as outlined by GDPR. 
· Always provide a statement of Fair Processing or PN on EWR Co.’s website. 
Employees will:
· Always take responsibility for relinquishing access to information and any related equipment on completion of their role.
· Only provide access to sensitive information to individuals with a genuine need-to-know. Access should be revoked when it is no-longer required. 
· Always have a responsibility to safeguard any information or data that they access, irrespective of whether it is marked or not. 
· Always understand their continued responsibilities under the Information Governance Procedure.  
Line Managers will:
· Always report Information Security breaches or near misses immediately, in line with the IT Incident Management Policy. 
· Always nurture a culture of Information Governance awareness, and ensure they their staff attend the required training for Information Security, Data Handling and Information Governance. 



Key Information Governance Roles
The ultimate responsibility for Information Governance rests with the EWR Co. Board of Directors. The Board will therefore: 
· Always ensure that they follow the Board’s wider responsibilities outlined in the Information Governance Handbook. 
The ultimate responsibility for IT Security rests with the Chief Executive, who has delegated much of this responsibility to the Senior Information Risk Owner (SIRO). The SIRO is accountable for all information risk, and is ultimately responsible for advising the Board on information risk management across EWR Co. The SIRO will:
· Always ensure that they follow the SIRO’s wider responsibilities outlined in the Information Governance Handbook. 
Information Asset Owners (IAOs) represent each of the organisation’s Domains. They are responsible for understanding the information assets withing their Domain, and logging them within EWR Co.’s Information Asset Register. IAOs will:
· Always ensure that they follow the IAO’s wider responsibilities outlined in the Information Governance Handbook. This also applies to IAO Delegates.
The Information Governance Manager (IG Manager) is responsible for supporting the SIRO in ensuring that EWR Co.’s Information Security Policies remain effective. The IG Manager will:
· Always ensure that they follow the IG Manager’s wider responsibilities outlined in the Information Governance Handbook. 
The Data Protection Officer (DPO) is a mandatory appointment under the Data Protection Act (DPA) 2018, and is responsible for ensuring that EWR Co. follow the DPA 2018 and associated legislation. With respect to Information Governance, the DPO will:
· Always ensure that they follow the DPO’s wider responsibilities outlined in the Information Governance Handbook. 

Glossary
Please refer to the definitions that are contained within the EWR Glossary.  
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